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amount | hexadecimal representation

v EFTRER

31

[ 06e36750, lac6e761,
9c0da8b7, 719%alech,
73785986, fd15b031

v EEH PERFECT GAUSSIAN
L INTEGER SEQUENCES
v FpylEGT

[6—4,4+4.1—4,—-1+41—44+4,—-4—4-1+41—4,—1+7]

127

6 9casS6e 1 34be73al0a3d4c7d372663500),
735091a23¢%acecas0279%eee05ef0fco,

10aa66decbe32be50f5ce7d2c876a531, 10°
T3{017a07779e40a5373593¢45890ach,
fd1f987d940¢c5137bcad2805bbO0I271,
9e4109dda0 14953decB8a3029be 1918b7 1
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S N-2{2™1], [4]

——— N=2!™?_1, Alg.1(C)
—F— N=2¥"_1, Alg.2
—

(. I

\/ IE_ N -’?‘@%EAEE}}W/—‘—»Z\: [2—35,2—24,2+25,2— 27,3+ 25,2 + 35,2+ 25,2 — 27,2 + 24, —3 — 2] | = Rt owree T Aopracn -
N=0{mod 2} m 3486 Theorem 1 base sequences B r
o E\ m ) i 393 -0 9293 _9 _7 _92 _9 ) . N'=0 {mod &} 1 3456 base sequences
I. b sy 5 P 3 5 1 ] (real-valued) w=2tnoan E]: . -
N2 [—34, —34, 24,24, 2, —34, 74, 24, 24, 23] (purely-imaginary) Wb, v & prime. 8 3 . insompiing 09t
$ E N:u‘nﬁvrm.adu #=p'rz1 proposed 2 cvch‘rdlﬂelem‘e!m -
7Ny =3 oo prima i = ’ Pnieaion s H r
N=p{p+2), primes p, ps 2 13] 35 I Whiteman's generalised cyclotomy i
Aotn e s T e wopsing e 3 0851 / -
273, i ] 2 Thearem 1 Legendre sequences £ | B N=2"-1, odd m; Proposed
6] 2 Theorem 2 Hall's sixtic residue sequances 1 "
9 3 Theorem 4 GUW sequenees - —&— N=2"-1, even m; Proposed
proposed 2 Theorems 1,2 three-term, Segre, Glynn Type Il wuubmas?] 0.8 _ m -
e Propaned i Thearem i T oo — B —N=2{2"-1}, odd m; [4]
N et 3 Ty e s o : .
Noihodf 205 ot oo Tars pieony : Thesrem s el v 3o — & —N=2(2™-1), even m, v,=1,; [4]
kAT mme e e 075} i
Pt o : Theorem 7 SR dtaeree see .
— #= —N=2{2"-1), even m,y,# Ty [4]
07F - —H— - N=4(2™-1), odd m; [4] g
9 BALANCED BINARY O~ N=4(2"-1), even m; [4]
E ENCE 0.65 . !
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Algebraic Decoding of Cyclic Codes Using
Partial Syndrome Matrices

Chong-Dao Lee, Senior Member, IEEE

Abstract— Cyclic codes have been widely used in many
applications of communication systems and data storage sys-
tems. This paper proposes a new procedure for decoding cyclic
codes up to actual minimum distance. The decoding procedure
consists of two steps: 1) computation of known syndromes and
2) computation of error positions and error values simulta-
neously. To do so, a matrix whose all entries are syndromes
is called syndrome matrix. A matrix whose entries are either
syndromes or the elements of a finite field is said to be partial
syndrome matrix. In this paper, two novel methods are presented
to determine error positions and error values simultaneously
and directly. The first method uwses a new partial syndrome
matrix along with Gaussian elimination. The partial syndrome
matrices for binary (respectively, ternary) cyclic codes of lengths
from 69 to 99 (respectively, 16 to 37) are tabulated. For some
cyclic codes, the partial syndrome matrices contain unknown
syndromes; the second method constructs a matrix from a system
of equations, which is generated by the determinants of different
partial syndrome matrices and makes use of Gaussian elimination
to determine its row rank. Many more cyclic codes beyond
the Bose—Chaudhuri-Hocquenghem bound can be decoded with
these methods.

Index Terms— Cyclic codes, decoding, Gaussian elimination,
partial syndrome matrices, unknown syndromes.
I. INTRODUCTION

YCLIC codes are an important class of error-correcting
candas a o Baca Thandhnel Hasananachom (RO cadac

codes of small lengths. Unfortunately, however, the (47, 24,
11) binary quadratic residue code can not be decoded up to
actual minimum distance. To solve this problem, He er al. [13]
developed a syndrome matrix to calculate the unknown syn-
drome needed in the decoder. Later, the Berlekamp-Massey
algorithm was utilized to find the error-locator polynomials for
binary quadratic residue decoders [14]-[16] with lengths 71,
79, 89, 97, 103, and 113. In 2005, Orsini and Sala [17] proved
that every cyclic code admits a general error-locator poly-
nomial. Particularly for double-error-correcting binary cyclic
codes [18] of length less than 63, the general error-locator
polynomials have only a few nonzero terms so that their
decoding is very fast. In addition, some researches on ternary
quadratic residue decoders have been investigated in [19]-[24].
Recently, the weak-locator polynomials [23], [25] derived
from two partial syndrome matrices were proposed to decode
the (61, 30, 12) ternary quadratic residue code. More recently.
a novel partial syndrome matrix [24] which can be transformed
into the matrix in row echelon form was presented to deter-
mine error positions directly for decoding the (47, 23, 15)
ternary quadratic residue code up to seven errors. Once those
error positions are known, the corresponding error values can
also be found by Gaussian-Jordan elimination for a linear sys-
tem with respect to known syndromes. This decoder requires
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Similarly, if there are 5 unkaown syndromes ;. Suz. .. S,
in SiF]

Tro

3
then det(S'/] ) = 0 becomes

LSSt sz | o,

Y Su

35)

where g < 6, ji € ). co_p € Fyond A

Herooe) | i by) € FLGp + ik + 35 e +
i bjup) (med n) = (g i + Loy ) (mod m)).
Pmof:  To simplify the proof. asume that p =
v+ 1. Replacing [Sisjur Stjoes ~ Sucrsionl” by
[z gition NZPTT g Syydd, J)
yields the partial syndrome matrix
Siei o S 0T
Satp Sqri hEZF
Sewp v Sean RZTT
St o Sti, HZTTTR
In order: he determinant of S id

1rZ
the cofactor expansion along the last column of S0 Let
the o 3 v submatrix, denoted by Ay, be obiained by deleting
hoth the kth row and the (v 4 1)st column of S5y Then,
the determinant of 5§33 is

o4l

=3
=1
+1 .
(B ),
i
where Ap i 2 syndrome matrix. Every summand in the

expansion of det(Ar) is a product of b syndromes. Accarding
to the fact that cach known syndrome is a power of some

dea(s D) Pt e (A Zi e

primary known syndrome with the property S, = 5% for
it € Zo. if onc summand is compuscd of v known syn-

form S& .- SES0, -+ 52, satisfying (i1 + -+ + ders) +
Our -+ Oua)) (mod n) = (Tieri + e ) (mod n).
][ml:wmmdmmislsnfm:mlgl: unknown syndrome
S‘,mdv—lkmn:yndmmﬁ. that summand can be
formulated as S5 -~ S5 80 - 80, <8, where
122 = 0 and G+ dore) -0 g1+l xuet
Ouegyy + +0um {mod ) = 1):.;; i+ Z,;ul (m-* -
For the gencral Ay contains i
syndromes. =»d o —d knr.vw-n syndlme‘. every snmmnnd
in_ the w.n-nsmn of det(Ai) can be described in ferms of
<SS ST for some dy, . udy. B by satisy-
ing (b1, oba) € B and (@i + -+ o)+ (B 4o+
byug)) (mod m) = (Fiey 7 + ey i) (mod n). That is,
det(hg) = 3 G a5 SEST S

ey
1o )eF]

st

e Seey
+0

where &gy g, € B and Qg = [(d1, - .d) | by, -, ba) €
B (i + jos1) + X + X0 k) (mod m) =
O:.:;e + Zjes ) (mod n)).

Combining the above results and det(S55T3
cquation

.
stz

=0 yields an

i
SH|S S g SEsh st

where 9 < &, iy € I, egy,_q = (—1)FTEHG,
o, €

Ruujufunems';’,‘z with p=1,2,....04+1 can
be verified similarly. The proof is now complete. =
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Table 1 shows the quantitative results obtained with the
CIEDE2000 metric and index (. As can be scen, these
professional underwaicr cameras introduce various color casts,
and mas RGH and Grey-Edge methods are not able 10 remove
centirely these casts. The Gray-World and the Shades-of-Grey
sirategy show better results, but our proposed white balance
sirategy shows the highest robustness in preserving the color
appearance for differcnt cameras.

B. Undervater Dehazing Evaluation
The proposed strategy was tested for real widerwaler
image and videos taken from different available amateur

and professional photographer collections, captured using
various cameras and setups. Note that we process only 8-bit
data format, making our validation relevant for common
low-end cameras. For videos, the reader is referred 1o Fig. 12
Interestingly, our fusion-based algorithm has the advantage
to employ only & reduced set of parameters that can be
automatically set. Specifically, the white balancing process

lies on the single parameter a, which is set to | in
aur experiments. For the multi-scale fusion, the number of
decomposition levels depends on the image size, and is
defined w0 that the size of the smallest resolution reaches &
few tenth of pixels (e.g. 7 levels for an 600 x 800 image size).

Fig. 10 presents the rexults obtained o0 ten underwater
images, by several recent (undcrwater) dehazing approaches.
Tuble Il provides the associated quantitative evaluation, using
three recent metricx: PCQI [64], UCIQE [65]. and UIQM [66].
While PCQI etal-purpose ifmage contrast metric, the
UCIQE and UIQM metrics arc dedicated to underwatcr image
assessment. UCIQE metric was designed specifically to quan-
iy the nonuniformn color cast, blurring, and low-contrast that
charactrize underwater images, while UIQM addresses thrce
important underwater image quality criterions: colorfulness,
sharpness and contrast

Eavesdropper

Relay

Figure 2. A model of & full-duplex secure relaying system.

subtracts its transminted signal fro

the other node. Compared to one:
i

rent iransmission of bwo signals may dey

ence hetween two lc
avoided, while still g

coding technigues can be used at i

the mixed signal, and then

tion to the rescive

Destination

Iy, two nodes send their signals simultancously
10 the relay during the first time slot. Th

luy broadeasts the pest-processed mised signal
based on AF or DF relaying protocol. Each node

signal. and then recovers the information from

relaying,
oo piatglr-dandin s el

less sccurity. First, two-way
relaying doubles the spestral eificic:
Iegitimate signal transmission. Second, the cur-

quality of the intesception signal, since there is

no inierference cancellation at the cavesdropper.

The key to two-way relaying for PHY-sccu-

ity lics in the design of the wansceiver at the

mulaatenna celay. On one hand. lerfer-
i

rantccing high spectral
efficiency. To this end, some advanced network

For example, physical layer netwark coding per-
forms an XOR operation to the two signals at
the bit level afier decoding the two signals from

the gnal can

bo recovered i cac o aing X0

d signal bascd o its own trans-
it signat. Moreavet, ZF beamforming can also
be adopicd to cparatc the o sgnals i space.

~

teal is used, the relay docs not peed to decode
cach signal from the mincd signal. Instead, it can
decode a function of the signals and forward it,
which can further re mplexity.

FuLt-DupLEX RELAYING

Soth oncway and two-way rotaying adopt s ball
duplex scheme, which
iransmitting and receiving in o However, o
the relay can simultancously transmit
signals i.c. full-duplex claying [10]). 3 sccn
in Fig. 2, the spectral efficics led
with respect 10 one-way mhy!n; In addition, the

slgnalsfrom the soureo wad ey sy, preduss
extra interference 10 the cavesdropper, and

rave the secrecy performance.

‘Although full-duplex brings great benefits for
wireless security, it still faces many challenging
issues. The biggest problem is self-interference
from the transminied signal from the relay to the
received signal at the relay [10]. Due to relative-
Iy shart propagation distance, sclf-interference
degrade performance. Intuitively,
to cancel the interference from the

crved signal, since the relay knows the trans-
mit si idecty. Howerer mitimiaferones s
also affected by the loop channl from the trans-
mitter to the receiver. If the CSI for the Toop
channel is imperfect, the interference cannot be
cancelled completely. More importantly, since
mlmclcm rm its pros and cons in PHY-sccu-

timal to cancel interfercace
cuwple!ely et full-.‘«plex relaying. A feusible
way is 4 joint design of transmit and receive
heams at the relay in arder to achicve a fine bal-
ance between the effects of sell-intorferense on
the legitimatc and interception signals.

COOPERATVE RELAYING

I there is a strict r\olml limiation at the relay

it may deploy multiple anten-
nas. In this case, muluplc single-antcana relays
ean cooperatively et secue o
[11], The advantages of cooperative relaying for
PHY-security are wo-fold, First, thess rolays
are geographically distributed. so the accews dis-
tance of the destination may be shartencd, and
thiss the secrecy performance improved. Scco

thes relays can play differeat roles according
0 channel conditions. For cxample, the relays
clase 10 the eavesdropper may act s cooperative

ng i

full or p

ZF or MMSE brimluimml s
reduce the information kuk-

Jammers 0 s to g ricrence (o
ihe cavesdropper. The oter relays sl forward
the l:plnmal: u.m cooperatiely. Compared to

age. Otherwisc, If there is no

wircless sect

relay broadcasts ¢

coopernthe| ]nmmlnu e Do s

Note. III||| l|| order md:nnn the complexi-
relay, it is

way Felaying 1o & three.slot scherne. Speeidi
Iy, one source first sends o message. and then
the e s et i . Pl
rocessed signal.

na mlsm ihe one with cimpc!ullw relaying has
lower complexity.
Huwcm cooperative relaying albso faces
some implementation difficultics. Specifi
general carried

ally lnP
the rclays with diffcrent roles. Morcover. CS1
exchange between the relays is also challenging.

1t may

ncrease overheads. and an intelligent

fc s
the first two 1

transformed scheme may 'um the wlt:l=nn
he

slots. Morcover, it re
a longer transmission time. However,
achicve o balance between security and compl

can obtain L If it succeeds,
these kinds of disnuptive attacks can he o serious
thread and will significantly impair the secrecy
performance as a whole.
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reliability of medical devices when they have less secu-

sity softwares and limited encrgy fo implement
technologics.

This work distinguishes itsclf from the cxisting literature
surveys in four aspects. First, most of the surveys took into
sccount a limited number of authenticalion schemes. However,
from the sccurity viewpoini, aulhenlication i an imporant

tions. Second, we summarize general challenges in this arca
from & more methodological viewpoint if compared to the
previous surveys. Thind, the organization on PHY-security
in this paper is differcnt with the survey in [158]. Rather
than going through the fundamentals to signal processing
wechnologics of PHY-sccurity, we devisc 4 new srcture to
follow & x'unﬂnmemnl;dﬂi!mus solutions path, in which the

fundamentals of wirctap coding, PHY-key gencration, and
PHY-autbeaicaion s troduced s, followsd by coding
and signal processing technologies that ercate proper eaviron-
ments for these theories to work cffectively. We belicve this
descriptive approach allows us to highlight the priositics that
rescarchers have to focus on. Finally and most importantly,
different from the survey in [158], we discuss the nowest
precading techniues in signal processing areas. such as trans-
mit precoding and cooperation schemes in MIMO and rely
systems, which are emerging technologics in next gencra-
tion wircless communications. In addition, we also identify
several topics ignored in the literature, such as the issues on

survey paper embrces more than 200 most. relevant |
tures and books [1651-{167] on the PHY-security of mu-ku
communication networks.

In summary, this paper provides o comprehensive overview
on the fundamentals. and technologiex of PHY-sccurity, fol-
lowed by the discussions on their challenges and solutions.
The areas of technologies, challenges, and xolutions are cat-
cgorized into wiretap code designs, sccure multi-antcana
and relay technologics, PHY-key gencration technologics,
and PHY-authentication technologies. The objectives in revis-
iting thoe importani topics. are summarized as follows.
1) Showcase the ltest PHY-security concepts, theorics, and

[ ——
f— Wirewap chancl models and coding
b PHYey pencranion models
b P Y-hencation models

—
oy

| Secure mui-smscnna techeoligy challenges

| Sovune rebay tochalogy ehallenges

= PHYkey gencmion challenges.

L PhYaumnenncation challenges
oy e e

ook g |
| Fusing inucnce sobuions
I Purtislimpertoct €81 sl

L Compunund <hannel soltions

it V. Secure mali-antena b g

Trunsimit prececing in MISO

T recing i MINO
Opuiization abyesive soluions

Trusted relay

U ey

f— €5 bbused bey generion

| RSSbased bey gonermion

b Phisesbased ey eneration

L Wirouap codbuased ey penerution

[ ——
RE rocoguition eshaologies
Wietag condebased snthentic st

technologies; 2) Point out the challenges in
ressrehis; 3) Ideotfying the ways t spply the st of the st
technispues to tackle these challenges; 4) Highlight the future
rescarch directions.

The rest of the paper can he outined ax follows.
Section Il describes the and of

EIEIEaT
Noat geoeration phycal lyer techologies
Ne generation nerw ks

evtie X Coachuion

PHY-security. Section Il discusses the challenges in imple-
mcnting these technologies. Scction IV is (o prescnt wirctap
coding design solutions through the investigation on wire-
lexs fading channels, partialfimperfect CSls, and compound
wiretap channels. Section V inrodluces some practical secure
multi-antenna technologies, Section V1 focuses on cooperative
relays. Section VIl provides the newest PHY-key genera-
tion methods. Section VI illusirates the resulis in PHY-
authentication. The open research issues and conclusions are
given in Sections X and X, respectively. A stmuctural dingram

Bl A his wivey

of this survey is shown in Fig. 1, and the sbbreviations used
in this paper arc listed in Table 1L

Il PHYSICAL LAYER SECURITY FUNDAMENTALS
AND TECHNOLOGIES
PHY-confidentiality was introduced first in a wirciap chan-
nel model, which uses non-structured random codes. The core
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