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< Copyright Protection
= Robust

< Integrity Verification
= Fragile

<+ Malicious/Z/Non-malicious modification
= Semi-fragile
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Image Authentication
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Semi-Fragile Watermarking Scheme for
Authentication of JPEG Images
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Outline

Image Authentication Scheme for
Resisting the JPEG, JPEG2000
Compression and Scaling

6 Conclusions and Future Works
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- Secret-key cryptosystem
 DES

* Public-key cryptosystem
* RSA,DSA

* invisible * Hash

* universality - MD5

* unambiguousness

watermarked Image




2003 2005 2006 2006 2007

. ., I TN
1997 I 2001 : I 2004 ﬁl_’ 2006
- [ L 1

Cox. 1997
Copyright protection  Content authentication Robust to non-malicious
. L : e manipulations

Ownership verification Integrity verification P

Withstand nearly all attacks Fragile to almost all manipulations

15



1. Introduction- Related {' __

Fragile image authentication:

% P. W. Wong and N. Memon [Wong 1998]
proposed a watermark-based image
authentication method based on block-wise

% M. Holliman and N. Memon [Holliman 2000]
presented a class of attacks on block-wise
watermark schemes - VQ attack

% Celik, Sharma, Saber and Tekalp [Celik 2002]
provided a solution, which using the hierarchical
structure, that thwarts the VQ attack

16



1. Introduction- Related ﬂ __

< Semi-fragile image authentication:

= vector quantization (VQ)
» [Lu 2003] (spatial, watermark-based)

= singular value decomposition (SVD)
* [Sun, R. 2002] (spatial, watermark-based)
« [Bao 2005] (wavelet, watermark-based)

= error correction coding (ECC)
» [Zhou 2004] (spatial/wavelet LL)

= mathematical morphology
 [EI-Din 2002] (spatial, signature-based)
« [Wu 2004] (DCT, watermark-based)
» [Schneider 1996] (histogram maps, edge/corner maps )

“ Achieved purposes:
= robust to JPEG compression (non-malicious manipulation)
» |ocate manipulated positions

17



1. Introduction- Related ﬂ __

< Non-malicious v.s. malicious manipulations

= blurring manipulation

 non-malicious:
— [Hu Y-P 2005] [Feng 2005]

* malicious:
— [Sun, Q. 2005] [Schneider 1996] [Lin 2001] [Lu C.-S.
2003] [Venkatesan 2000]
= adding noise, rotation, sharpening and
lowpass/highpass filtering, also present ambiguous
cases

18



1. Introduction- Motivation

*Fragile image authentication
= thwart the counterfeit attack
= present the solid analysis

“Semi-fragile image authentication

* the lower bound sensitivity of fragility can be
determined

= present the solid analysis

19



1. Introduction- Motivation

“Semi-fragile image authentication
= non-malicious manipulation is clearly defined

= only the spatial domain is adopted during feature
generation and verification

= more non-malicious manipulated images (JPEG,
JPEG2000 compressed and scaled images) can be
authenticated

20



Outline

Applying Vector Projection to Fragile
Image Authentication

Applying Statistics Ogive to Semi-Fragile
Authentication of JPEG Images

Semi-Fragile Watermarking Scheme for
Authentication of JPEG Images
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2. Applying Vector Projection to ‘,

Fragile Image Authentication

“* The Vector Projective Square (VPS) pair of
each block can be calculated by a vector
projection technique

*» Four goals:
= (1) verify authentication
= (2) verify integrity
= (3) locate parts that were illegally modified or
counterfeited

= (4) provide security against counterfeit attacks

22



2. Applying VVector Projection to j!ﬁ

Fragile Image Authentication

: Form Ly Set LSB £y Scramble pixels by .
— > - » e «— Key
block to zero arandom order
;S'Tk (jgj)
; . . VES) .
I, Choosge the maximum L pixels Calculate VPS pair
«

- (L 1g the length of VPS pair) and
replace thewr LSB by VPS pair

(4.4,.3, ) forblock 5, (7,

VPS generation and insertion process

23



mA. VPS generation

B(%)
A-coordinate i PcosO,, i A(+) B-coordinate
_k .......... et s
DR i eBg ’
N I /z
N ! 2
FESSEEEEEEEEEEEEy S : / ................
Pysin®,, N R4 P SinOy,
----------------- \ N seEEEEEEEEEEEEEN
/
(k1)
A(+) W Y B(+)
cxC

Relationship between P,, , A-coordinate and B-coordinate. cxc is the
block size
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k=0 [=0

c—1 c-1 2
B)’ = ZZ(})’C[ SineBkZ) _

k=0 [=0

c—1 c—1

Example : block size is 4x4

A-coordinate A (+) B, (+) B-coordinate

701 701 100] 70

A _85] 100]_ 96 79] , .
L 100] 5] 116] 79|
136| 69| 87| 200

S VPS pair = (4,,4,,B,)

N

AN
Il

=

2. Applying Vector Projection to 7 .
Fragile Image Authentication " --

if

N

-1

(P,-cos@,,) = 21753

T
[e)
~
I
[e)

S
Il
M
g

RS

S
Il

<
=~

\
N <

|
_—
N
R

|l
—_ O
T
LS

2

(P,-cos@,,) = 19289

2

(P, -cos@,,) = 20695

=0 /=0

.

S pair
(21753,19289,20695),,
(1010...111), , 45bits
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2. Applying Vector Projection to {!ﬁ

Fragile Image Authentication

B insert watermark into the bit-plane 0

One 8-bit byt

g Bit-plane 7

(most significant)

Bit-plane (
(least significant)

8 bit-planes of an image

26



2. Applying VVector Projection to &

Fragile Image Authentication
m B. integrity verification

JT’ j-r F. .
W Form v Set LSB Ly Scramble pixels by .
—> | —> - <+— Key
block to zero arandom order
i S ('s)
Extract VPSS pair Calculate VPS par
p. 478y from I (4. 4;.B; ) for block S,(1")

Verify (47.47.8;) = (4;.4,.8)) 7

%
=

Integrity verification process for the proposed method

27



2. Applying Vector Projection to ‘,

Fragile Image Authentication

“*Visual quality of watermarked image

= for example, let c=23 and 0 < P,,<28, in 8x8 block, we
can embed a 60 ( =3 x[2 x(3-1)+2 x8] )bits VPS pair,
and the average modified pixels are only 30, the
modified value may be +1 or -1, so it is easy to
calculate that the Peak Signal to Noise Ratio
(PSNR) of the watermarked image is about

10x10g[25%ox%4ﬂ =51.4 dB

28



2. Applying Vector Projection to ’

Fraagile mage Authentication
< Analysis

- an attempt has been made to create a
counterfeit image /° that has the same VPS pairs
(A, A 'y,B'y),-j as the VPS pairs (AX,Ay,By),-j of the
original image [ for all blocks, this means that
(AYA B = (AA,,B,)); for all I; blocks.
_

original image / counterfeit image I’

(A A, ,B); F (A,,A,.B);

29



2. Applying Vector Projection to ‘,

Fragile Image Authentication

*Experimental result:

(a) original image (512x512 pixels), (b) altered image, (c) detection output.
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Outline

Applying Vector Projection to Fragile
Image Authentication

Applying Statistics Ogive to Semi-Fragile
Authentication of JPEG Images

Semi-Fragile Watermarking Scheme for
Authentication of JPEG Images
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3. Applying Statistics Ogive to Semi- ‘,

Fragile Authentication of JPEG Images

“» Adopt statistic Ogive analysis in quantized
discrete cosine transform (DCT) coefficients to
construct a feature code

“* The degree of fragility can be easily adjusted by
simply controlling a fragile degree factor (FDF)

*» Analyze how to choose FDF and the critical
Image feature properties

32



3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

o
53

Chy
ch ped

Og 1,1

N

1 2 3 r-1 ¥
The Ogive graph (OG2*) with lower bound JPEG quality factor
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3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

; Q}w in
I | Form |8 | DCT and |4 . |OB;” | Generaste and |IFC :
— . O | E t > signature
block Quantize sive Cascade BFC | Buerypt 2518
‘1\}W {l\ 4\Q.!’w IT\
Qf J map m=’ sender's
private key
(a)
re Generate IFCrey
— JFCrev AP
received Authenticator > Pass/Fail
s gnatlLe" Decrypt IFC -
sender's
public key

(b)

(a) block diagram of the proposed image feature code
generator, (b) block diagram of the image authentication
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3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

< Example:

70| 70| 100/ 70| 87 87| 150/ 187 80| -40 89| -73| 44| 32| 53 -3
85| 100/ 96| 79| 87 154/ 87| 113 135 -59| -26| 6| 14| -3/ -13| -28
100/ 85 116/ 79| 70| 87| 86/ 196 DCT 47| -76| 66/ -3/ -108| -78| 33| 59
136/ 69 87 2000 79| 71/ 117 96 > 2 10/ <18 ol 33 11 -21| 1
161 70 87| 200 103| 71| 96/ 113 1| -9| -22/ 8/ 32| 65 -36/ -1
161] 123 147 133 113/ 113 85| 161 5 -200 28| -46| 3| 24| -30 24
146| 147 175/ 100| 103| 103| 163 187 6 -200 37| -28/ 12| -35] 33| 17
156| 146) 189 70| 113] 161] 163 197 50 23 33 -30| 17| -5/ -4 20
pixels in block quantizel DCT coefficients
16/ 11| 10 16| 24 40 51 61 5 4|~ 9] =5 21 _H-0
12| 12| 14 19| 26/ 58/ 60 55 A1 <5, <2 o[ 1 _-0_-0] 41
14| 13| 16 24| 40 57| 69 56 _ -ar'q a'_-ST 21
14| 17| 22/ 29| 51 87| 80 62 0| _AT -] _0] _~1]_-0]_-0]_10
18] 22| 37/ 58| 68/ 109 103| 77 3 0| 0 <1 _-0 _-0_-1_-0_-0
24| 35| 55| 64 81 104 113] 92 0= 1] _4_~0 -0, -0 0|
49| 64| 78 87| 103 121| 120 101 00 o -0 -0 -0 -0 0
|72/ 92/ 95/ 98| 112| 100 103/ 99 0—0 <0—0 <6—0 ©&—0
quantization table quantized DCT coefficients
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3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images
(-3, 9, -1, -11, 4)
l absolute
(3,9, 1, 11, 4)

Image feature code

l form Ogive graph
* block feature code (BFC))

28 e . = (01010010),
_0 * image feature code (/FC)
13 O O N y MxN /b’
1 —
O s e = [FC= | JBFC,
— i=l1
; oo ]
0 5
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3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

* Analysis and discussion

= Discussion A: How can FDF m€”be chosen, such
that the proposed method is robust to the lower
bound of the sensitivity of fragility corresponding to
JPEG compression with quality factor O, where O >
0,7

= Lemma A: The Ogive image feature is robust to
JPEG compression with quality factor O, where O >
0,

= Lemma B: The Ogive image feature is fragile to
other attacks other than JPEG compression with
quality factor O, where Q > Q, , making the image be
forged difficultly.

37



3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

*Experimental results

Barbara Boat Goldhill Lena

* image size: 512x512 pixels
* block size: 8x8 pixels
» 10 quantized DCT coefficients were selected to form the Ogive graph

38



3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

The relationship between the lower bound of the JPEG quality factor
0., fragile degree factor m¢” and the compression rate CR (CR =
original file size : compressed file size) for each image. (Q,, is set from

30 to 90)' o, Barbara Boat Goldhill Lena
30 m=° 3 3 3 3
CR 32:1 37:1 37:1 48:1
40 m* 4 4 4 4
CR 27:1 31:1 31:1  41:1
0 m*° 6 6 6 7
CR 24:1  28:1 27:1  37:1
60 m 8 7 7 8
CR 21:1 24:1 23:1 32:1
20 m7” 10 9 10 11
CR 18:1  20:1 20:1  27:1
S0 m 19 18 16 18
CR 15:1 15:1 16:1  21:1
50 m*° 22 21 20 21
CR 10:1 10:1 10:1  14:1
IPEG QF 30 40 50 60 70 80 90
PSNR (dB) | 33.6~34.3 | 34.2~35.1| 34.8~35.8| 35.3~36.5| 35.9~37.3 | 36.8~38.5| 38.8~41.2

39




3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

Authentication results for several attacks. (Q,, is set to 50).

Attacks Barbara Boat Goldhill Lena
Cropping
Pasting
Rotation
JPEG Quality=40
‘JPEG Quality>50
Gaussian noise
Gaussian filter
Median filter
Histogram equalization

Brightness
Contrast

n
n
T

MM ™M ™M ™M ™M i™m ™M™
MMM ™M ™M Mg im ™mm
MM MMM MM ™M M ™
MM ™M ™M ™M ™m|gi™m ™M™
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3. Applying Statistics Ogive to Semi-
Fragile Authentication of JPEG Images

Malicious manipulation attacks (a) The original Goldhill image, (b)
The manipulated image, (c) The authentication result image.
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3. Applying Statistics Ogive to Semi-

Fragile Authentication of JPEG Images

Compare the proposed method with related semi-fragile methods in
terms of four properties.

Apilities and Properties Oaive Lu SunR. Sun Q. Zhou EI-Din Li Bao Lu
P g 2003 2002 2002 2004 2002 2004 2005 2005

Robust to JPEG compression Yes Yes Yes Yes Yes Yes Yes Yes Yes
Locate manipulations Yes Yes Yes Yes Yes Yes Yes Yes Yes
Adjust fragile degree Yes Yes No No Yes Yes Yes No No
Analyzes and arguments about Yes No No No No No No No No

controlling sensitive of fragility
Set lower bound JPEG quality Yes No No No No No Yes No No
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Outline

0 Introduction
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Authentication of JPEG Images
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4. Semi-Fragile Watermarking Scheme ‘,

for Authentication of JPEG Images

“*Presents a novel digital watermarking method for
verifying the authentication of JPEG images, in
terms of a unique concept named lowest
authenticable JPEG quality (LAJQ)

“* The image feature is generated from DCT
coefficients where in low/middle frequency domain

*» The image feature is embedded into the high
frequency domain for protection

44



4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

“*Example (feature generation)

70/ 70/ 100| 70| 87| 87| 150 187 80| -40| 89 -73| 44| 32| 53| -3
85 100 96/ 79| 87| 154| 87| 113 -135,_-59, -26| 6] 14/ -3 -13| -28
100, 85 116, 79| 70/ 87| 86| 196 DCT 47| - 66| -3|-108_- 33| 59
136, 69, 87,200, 79/ 71/ 117| 96 -2| 10|/ 18] 0| 33| 11| -21| 1
161| 70| 87| 200/ 103 71| 96 113 — > [ 9] -22[ 8] 32| 65| -36| -1
161] 123 147 133] 113 113] 85 161 5 -200 28| -46 3 24| -30] 24
146 147 175, 100| 103] 103| 163| 187 6| -20| 37| -28| 12| -35| 33| 17
156 146 189 70| 113] 161] 163] 197 5| -23| 33) -30, 17| -5| -4 20
pixels in block.. _ DCT coefficients
quantize

5 -4 9 5 2 1 1 0 -80|| -44| 90, _-80| 48| 40/ 51, 0
11 -5 =20 0 1 0 0 -1 -132| - -28 26 0| -55
) et 1771 O
of o -1 o o 1 o o — o 0]-37] o] o/109] o] o©
0 -1 1 -1 0 0 o0 0 0/ -35 55/ 64 0/ 0 0 O
00 0 0 0 0 o0 o0 0 00 0 0 0 o0 o0 0 ©
00 0 0 0 0o o0 o0 0 00 0 0 0 o0 o0 0 0
quantized DCT coefficients de-quantized DCT coefficients
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

(0, -57, -80, 0, -78)

lcompute difference -80| -40| 89| -73| 44| 32| 53 -3
-135| -59| -26| 0| 14| -3| -13| -28

(57, 23, 80, 78, 78) 47| -78| 66 -3/-108| -57| 33| 59
-2/ 10/ -18/ 0 33| 11| -21| 1

lgenerate block feature 1| 0] -22| 8| 32| 65| -36| -1

5| -20| 28| -46| 3| 24| -30| 24

6| -20| 37| -28| 12| -35| 33| 17

(1,1,0,1,0) 5| -23| 33| -30| 17| -5 -4/ 20

modified DCT coefficients
LSB of(2|5 D 1|) =0

v v bl
block index 4 —oramble o LSB
index
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images
‘*Feature embedding

30| -40| 89| -73] 44| 32[ 53] -3]
embed -135| -59| -26| 0| 14| -3/ -13 -28

(-21,-5,3,33,37) «— (1,1,0, 1, 0) 47| -78| 66| -3|-108| -57| 33| 59

2| 10| 18] 0| 33| 11 -21] 1

» because | -21 | < 80 + (80/2) ; 23 gg 43 3§ gi -gg 21

— -21 is modified to — [80 + (80/2)] = -120 ST 501 255 _35q = 17

- because [3] < 81/2 5] -23] 33| -30| 17| -5] -4| 20
— no change modified DCT coefficients

« for embedding:

(-21, -5, 3, 33, 37) — (-120, -108, 3, 180, 37) 16 117 100 16/ 241 40/ 511 &1
12| 12| 14/ 19| 26/ 58 60 55
-80| -40| 89| -73| 44| 32| 53] -3 14 13 16 24| 40| 57 56
-135| -59| -26] 0| 14| -3) -13| -28 14 17| 22| 29| 51| 8780l 62
47| -78| 66| -3)-108) -57| 33| 59 18| 22| 37/ 56| 68| 109 103 77
-2| 10, -18] 0| 33 111|120 1 24| 35 55 64 81 104 113 92
-1 0] -22] 8 32| 65| -36] -1 49| 64| 78] 87| 103| 121[ 120]|101
5| -20| 28| 46| 3 24| -30| 24 74 92/ 95 98 112 100/ 103] 99
6 -20/ 37| -28/ 12| -35/ 180/ 17
08| -23 33| -30| 17| -5/ -4/ 20 quantization table

DCT coefficients of watermarked block
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

* Analysis and discussion

= validity of image feature generation and
authentication method

= validity of image feature embedding method

48



4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

 ExXperimental results
= image size: 512x512 pixels
= block size: 8x8 pixels

= five watermarked images:

Airplane Baboon Lena Pepper Car

The PSNR(dB) of watermarked images for the proposed method and related works.

Airplane |Babhoon| Lena |Pepper| Car
Proposed method | 35.68 | 40.52 | 37.38 | 36.97 |37.72
[Lu 2005] 2543 | 21.35 |26.64 | 25.95 | 25.11
[Li 2004] 32.72 | 26.87 |33.12 |32.60 | 30.40
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

*EXperiment 1:
= Detection of blur, sharp, contrast (adjust histogram),
Gaussian lowpass filter:

The masks or functions were used for blur, sharp, contrast (adjust histogram) and
Gaussian lowpass filter attacks by MATLAB.

Aftack Blur Sharp Contrast (adjust hustogram)  (raussian Lowpass Filter

Maskor | |01 01 01) [-017 -067 -0.17 0.01 0.08 001
0.1 01 01 |-067 433 -067 Histeq Function 0.08 062 0.08

Function | |01 01 01) [-017 -067 -0.17 0.01 0.08 001
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4. Semi-Fragile Watermarking Scheme
for Authentication of JPEG Images

Attacked image and corresponding authentication result image
(Airplane image) (a) blur attack, (b) sharp attack, (c) contrast
attack, and (d) Gaussian lowpass filter attack.
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

“*EXperiment 2:

= Detection of Malicious Manipulation:
« add additional dog
* number plate was modified from “8J-9032" to “80-9039”
* remove “ baby in car " logo

Manipulated andﬂ authentication result images (Car image) (a) The
manipulated image, (b) The authentication result image.
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

 ExXperiment 3:
= Detection of JPEG Lossy Compression:

* The JPEG quantization matrix Q" that corresponding to a
given LAJQ was set to the well-known quantization table as
follows

16/ 11| 10| 16/ 24| 40/ 51| 61
120 12| 14 19| 26/ 58| 60 55
14 13| 16 24| 40 57| 69 56
14 17| 22 29| 51 87| 80 62
18/ 22| 37 56| 68 109 103 77
24| 35 55| 64| 81 104 113] 92
49 64| 78 87 103|121] 120| 101
| 72| 92/ 95 98| 112] 100] 103| 99

quantization table
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4. Semi-Fragile Watermarking Scheme

for Authentication of JPEG Images

u I T T l I | l T T T | T
— = Airplane (F-16
gk ———Baboon e Koot et Rt et wpr e s s SR

— Car S i
)

ol Vg -]
W !
= !
T !
= & I:l' . -
E
2
@ )
_"'lur.' i
2 0 1o -
7] {
— I
= / s
4'1: 40 ; S T _‘:..L \ TR -y —
= ' h PR .
[ f . T
i e
B ml i o .
]
& i /
w - i

= .'Il
- o
« T T
. e il

04 oa 1 1.5 20 23 r 3o 33 4.0 4.5 340 3.5 6.0
different Q scales

Relationship between the error block ratio (error block ratio = error block
number / total block number) and different O scales.
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Outline
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Resisting the JPEG, JPEG2000
Compression and Scaling

6 Conclusions and Future Works
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5. Image Authentication Scheme for Resisting V 3
the JPEG, JPEG2000 Compression and Scaling - "‘*'

“* Content-based digital signature method for
verifying the image authentication under JPEG,
JPEG2000 compression and scaling

** The invariant features, which are generated
from the relationship among image blocks in the
spatial domain

“* Non-malicious manipulation is clearly defined to
meet closely the requirements of storing images
or sending them over the Internet
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5. Image Authentication Scheme for Resisting V .
the JPEG, JPEG2000 Compression and Scaling < " --

<+ Definition of non-malicious
manipulation:

= (1) non-malicious manipulation must preserve the
meaning of the image content

* is well defined, but interpreted differently in different
semi-fragile image authentication schemes

= (2) the non-malicious manipulation must reduce the
size of the original image file
« JPEG compression
« JPEG2000 compression

« Scaling
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5. Image Authentication Scheme for Resisting ? 4

the JPEG, JPEG2000 Compression and Scaling - Qf'*

lowest authenticable difference (LAD)
R

7S A

—
—

/ \)( h m. (| generate M compute | O f A N
igi ] ! te /| generate i /
l original form i, |calculate mean of »| genera . g
image /y blocks neighborhood set codebook 1nde3i Stal.ldS{l‘d feature > casca&c\ N !
\ matrix deviation ~S__-"
~ /7 A * \

-_— .
(‘codebook size ) * I ———
i calculate least| N\
- n r .
neighborhood size g authenticable B )]
- e Pl difference ~ e
(' encode size ) + -

N dividable d ¥ fi f

P —(dividable degree orm com i ,
, | g pute /| generate

/ Ceast authenticablAX‘ N blocks | i —> —

" ! standard deviation feature
\ image /! vV
S ~. 7 (original file’s size ) l

b QIS

: 3| seni gt nerype
1201 0
( sender’s private key ) p| Stening signature encryp ciphertex

A

p-.q

S
Q>

( receiver’s public key )

Diagram of image feature and cryptographic ciphertext generation methods
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5. Image Authentication Scheme for Resisting

the JPEG, JPEG2000 Compression and Scaling

Flllllllll‘.
lllli"“%llu-

/f'53 =29 : block feature of [_] of LAI

l compute block feature difference

BFD (53,50
=|fsz—f 53| =118-29| =11

lcompute least authenticable difference (LAD)

T MI[53]=2, c,=92
l compute the standard deviation of each blocks in

05305 053150532 1053340534} O5355 0536 {0537 Os38

max ~ min HINNESEE N4
l compute the block feature of of original image Ieastlauthentlcable image

) (LA

——

‘\f53 =[(0534-0537)/ (053,-0g57)]1%x2°=18
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5. Image Authentication Scheme for Resisting ? -'
the JPEG, JPEG2000 Compression and Scaling < ﬂlﬁf'*

(sender’s public key) v
(receiver’s private key)—) digital verify

decrypt ——eb .
(received ciphertext — YP? [signatur signature
lp,q \n.com le l f
r

b’ [ compute

LAD OFS

o] f! BFD(f,. /)
form iyl standard _fj) generate _; calculate i*Ji BED(/. /)< LA
blocks . . feature BFD
deviation
Tx’ N N
(received image) Gon-authentic and locate the modiﬁecD

Diagram of image authentication method
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5. Image Authentication Scheme for Resisting " |

the JPEG, JPEG2000 Compression and Scaling

*Analysis and discussion
= 1. robustness of the proposed image authentication
method
= 2. security

= 3. distinguishing non-malicious manipulations from
malicious attacks
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the JPEG, JPEG2000 Compression and Scaling it~ -

Experimental results

Lena, Pepper and Fruits, with size 512x512 pixels,
24Dbits/pixel

Image is divided into 32x32 blocks

The well-known LBG VQ was adopted to generate
the codebook

The codebook size was set to 8, and the codeword
length was 8 bits

25-neighborhood set was adopted, and the number
of bits in the encoding feature was setto 5

JPEG2000 compressed image that the Peak Signal
to Noise Ratio (PSNR) closes to 34.0dB was adopted
as the LAl
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 Experiment 1: JPEG2000 compression

the JPEG, JPEG2000 Compression and Scaling

Lena Pepper Fruits

Bpp PSNE.MBFD CR PSNE MBFD| CR PSNE MBFD CR

0.125

294

6.9

193.8

28.5

8.2

186.2

28.9

7.0

187.4

Lena | Pepper | Fruts
0.200 31.5 53 1182 303 6.8 117.7 30.8 | 47 1177 [ taD | 2.9 2% 29
0.250 325 46 947 312 45 945 317 45 947
0300 334 | 38 792319 | 3.1 |79.0/322| 4.0 |80.7| .py. bits per pixel
0375|342 2.9 63.3| 328 29 633 334 35 |635
04001346 2.2 397 330 | 2.7 595 336 | 35 |59.5| emaximum block feature
05001354 2.2 481|337 2.5 47.7||347 | 2.9 |47.7| difterence (MBFD)
0600|364 21 397343 | 21 | 401|355 2.4 @399 ~max(BFD(/.f)|0=i<2rx29)
0.625|36.6 2.1 | 382||345 | 2.0 |384356 | 2.4 382 « compression ratio (CR)
0.70036.8 2.0 341|[349 2.0 |341||362 | 2.0 |343| —ihe file size of original
0.750(/37.1 | 2.0 32.0|/35.2 | 2.0 31.9|36.6 | 2.0 |31.8] image/ the file size of
0.800|37.3 17 300|354 1.9 299|369 1.9 30.0| manipulated image
0.900137.8 1.7 26.7||35.7 1.9 266ll37.5| 1.7 |266| [Oonzalez2002]
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 Experiment 2: JPEG compression

Lena | Pepper | Frmts

LAD | 2.9 2.5 2.9

Lena Pepper Fruits
QF PSNR MBFD | CR PSNR MBFD| CR PSNR MBFD CR
201329 43 553 318 36 (515 314 54 549

30 343 32 44.6|33.6 | 2.5 41.8 337 | 33 464
401 35.1 | 2.2 37.5|34.2 | 1.5 350 346 | 30 380
5001358 1.6 323|348 1.5 305353 2.8 |32.3
60| 36.5 1.4 281|353 1.2 25.8/36.0 1.6 27.8
70 37.3 | 1.2 (23.2(|35.9| 1.0 |21.2)|37.0 | 1.2 |22.9
80 385 12 17.§ 368 0.8 163|385 1.1 1I7.9
9201 40.8 0.5

11.438.8 0.7 10.2|41.2 0.6 11.8
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 Experiment 3: Scaling
= SF = width of scaling image/ width of original image
= height of scaling image/ height of original image

Lena | Pepper | Frwts

LAD | 2.9 2.5 2.9

Lena Pepper Fruits

Scale factor (Image size) MBFD CR MBFD CR MBFD CR
31.3% (160x160 pixels) 6.4 102 81 102 108 102
37.5% (192x192 pixels) 58 (7.1 67 71, 98 71
50.0% (256256 pixels) 2.8 4.0 45 40| 96 4.0
62.5% (320320 pixels) | 2.4 2.6] 29 26| 40 2.6
68.8% (352x352 pixels) | 2.3 21| 2.3 2.1 38 11
75.0% (384384 pixels) | 2.3 | 1.8 2.1 18| 2.9 18

7.5% (448448 pixels) | 2.2 1.3 1.6 13| 2.5 13
93.8%(480x480 pixels) | 1.6 1.1 1.6 11| 2.1 |11

PR |
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5. Image Authentication Scheme for Resisting "
the JPEG, JPEG2000 Compression and Scaling it~ -
 ExXperiment 4: Additional image manipulations

= (1) manipulated by Photolmpact software package

* (2) manipulated by Matlab coding and the related
coefficients were adopted from [Gonzalez 2002]

* smoothing spatial filtering and sharpening spatial filtering

1[1]1 112]1 0-1]0 -1]-11-1

S 11 EX242 -1 5 (-1 -119 -1

L{1)1 [2]1 0-110 -1]-1]-1
(a) (b) (©) (d)

» lowpass frequency filtering (Butterworth lowpass filtering
(BLPF) of order 2, with cutoff frequencies (CF) at radii of 15, 30,
80 and 230, respectively)

* highpass frequency filtering (Butterworth highpass filtering
(BHPF) of order 2 with cutoff distance (CD) set 15, 30 and 80,

respectively)
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5. Image Authentication Scheme for Resisting ? .
the JPEG, JPEG2000 Compression and Scaling - Q“'*

(1) manipulated by Photolmpact software package

Lena | Pepper | Fruits

LAD | 2.9 2.5 2.9

Lena Pepper Fruits

Manipulations MBFD CR MBFD CR MBFD CR
sharpening 147 1.0 99 1.0 164 1.0
blurring 231 1.0 136 1.0 228 1.0

-

2 10 08 1.0 12 1.0
S 1.0 146 1.0 240 1.0
1.0 1.2 1.0 1.8 1.0
1.0 69 1.0 153 1.0
1.0 242 1.0 264 1.0
1.0 248 1.0 31.0 1.0
1.0 81 1.0 179 1.0
1.0 87 1.0 31.0 1.0

Gauss blurring (radius=0.2)

Gauss blurring (radius=3.0)

i

adding noise (variance=1)

[a—

adding noise (variance=25)
brightness up 10%
brightness down 10%
contrast up 10%

I | b I
CIRCE A A R-Y (= (i
|

Tt l*—J'-.,h.:,:

contrast down 10%
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(2) manipulated by Matlab coding

Lena Pepper | Fruts Lena | Pepper | Fruts
Manipulations MEFD CE MBFD CE MEBFD | CE LAD 2.9 b 2.9

‘N

smoothing spatial filtering
(writh mask1)

smoothing spatial filtering

(with mask2)

sharpening spatial filtering

(with mask3)

sharperung spatial filtering

(with maskd)

lowpass frequency filtering

(with CF=15)

lowpass frequency filtering

(writh CF=30)

lowpass frequency filtering

(with CF=80)

lowpass frequency filtering

(with CF=230)

highpass trequency filtering

(with CD=15)

highpass frequency filtering

(with CD=30)

| highpass frequency filtering
(with CD=80)

@7 10 42 10 25 10

€8 1.0 37 10 75 |10

206 1.0 171 1.0 128 1.0

254 1.0 236 1.0 223 1.0

254 1.0 225 10 2792 1.0

231 1.0 144 10 233 1.0

&8 1.0 22 10 118 10

1 10 21 10 10 |10

310 1.0 310 1.0 310 1.0

310 10 310 1.0 310 1.0

310 1.0 310 1.0 310 1.0
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Non-malicious manipulations  Domain transformation

[Sun, Q. 2005] JPEG2000 compression Frequency (DWT)

[Schneider 1996] | JPEG compression Not Assignable

[Lin 2001] JPEG compression Frequencv (DCT)

Lu C.-S. 2003] JPEG compression Frequency (DWT)

| Venkatesan 2000] | JPEG compression Frequency (DWT)
JPEG compression

Proposed scheme | JPEG2000 compression Spatial Domain
Scaling

Comparison of the proposed scheme with related works about the application
of non-malicious manipulations and the demanded domain transformation
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Outline

Image Authentication Scheme for
Resisting the JPEG, JPEG2000
Compression and Scaling

6 Conclusions and Future Works
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6. Conclusions and Future Works {' :

« fragile image authentication
* semi-fragile image authentication

- thwart counterfeit attack @ @

* solid analysis

* JPEG compression
Conclusions °JPEG2000 compression
» scaling

@ « definition of non-malicious manipulation

« analyze mathematically
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6. Conclusions and future works j’ -

» development of
refine algorithm

« development of watermark
embedding and extracting
algorithm
« development of tolerating
more acceptable non-malicious
manipulations

72



Thank You Very Much
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“*VPS pair
= (21753,19289,20695)10

= (101010011111001, 100101101011001,
111000011010111)>

<return>
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“ RSALLE Rt 19 B & Spp 73R - RLphi=
*MITEYS¥Rivest ~ Shamir=
Adleman(Rivest, Shamir, & Adleman,

1978)# 19785 ! - RSAW

CEE AL

JEER ~ B B - SR HY 2
L g s (factorization) fuAESE -
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* (1) L2
= (i) (ED WANERpsEg o HlIp=Eqth iy TEH T
n=pxq
" (i) 22 Wrefwlklged(e,(p-1)(g-1))=1 - =" Ff fld=e
mod (p-1)(g-1)
= (iif) =>Sghi(e, n) o ZAFEL o (PR AR RIS i
AP

76



% (2) L (Mm<n$LpY )
» SR Y c=me modn
@ (3) AT
= FFETFHY :m=cdmod n
#(4) FHT (RN fFIm)
AHET#Fir s =mdmod n
“(5) FEEFE
" BT m=s°modn

¢ RSAGTIF LI (WL T 7RI i (message recovery)ﬁjﬁiﬁfv
bt g PYoot » RSAI I SR (e - o NELAe.

_JD‘% > B Te TV éﬁT\F‘J’*% P P Te TSRS ey 5 M ”u
MR AR o B IR = R LA ~7;1H~ [l [FPE=
Evhpuidlifpar &= g5 > P J]] s = h(m)d mod n

a4



B (Y E688)
= p=47, q=71 > n=4/7/x71=3337

= =79 = d=e' mod (p-1)(g-1)=79" mod 3220 =1019
= I 1 c=688" mod 3337=1570

= w0 m=1570" mod 3337=688

oo RSAJM = G i sy e ;ﬁ‘f%‘m AUfAIELS, o A, Lenstra(1994)=IT
Q‘Fﬁ%y}ﬁfiﬁI‘,RSA129r*§f BE rw*f gl FiEsg € 35 55 B TRSA
1356 Ly (w34006F 71 ) o [RIF= s Hie IJ;J' I/_Lgnuﬁ HFRSARY
&R (P M ] R E10245 7 1| ) AL
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6. Conclusions and Future Works j’

<+ Future Works

= (1) Development of refine algorithm

« if there are some blocks which have not been verified
for authenticity and integrity, so the received image is
suspect

« two methods are available to solve the problem. One is
re-transmission of the image and the other is to repair
the modified portions
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6. Conclusions and Future Works j’ :

<+ Future Works

= (2) Development of watermark embedding/extracting
algorithm

* the sender must transmit an image and an extra
authentication signature to the receiver

« the difficulty for the development of the watermark
embedding/extracting algorithm is that the extracted
watermark must exactly equal to the embedded
watermark after non-malicious image processing
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6. Conclusions and Future Works j’ :

<+ Future Works

= (3) Development of tolerating more acceptable
manipulations

« should more closely examine robust solutions under
the proposed framework to tolerate more acceptable
non-malicious manipulations combining JPEG,
JPEG2000 compression, scaling, and others, e.g.
scaled JPEG-compressed images, or scaled lowpass-
filtering image

« Complete derivation
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