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= KPMG LLP ({58 %)

= Deloitte & Touche LLP (5! [’ﬁ)

= Emst & Young LLP (355i)
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i The Sarbanes-Oxley Act

= SOX ey By, AR 0" - FE R
T;\“*EFUTU Hﬂ% UE "f‘if[?q [/ /[, EIJEFF
- g{g” ‘/‘\ F[JE[ l-g E*L [/1%)[313 ij}EJ—f 2
i KA [/%T 9:&4;37"]
i} rAAFﬂ‘EEF 7%]3 Ubfw
‘ﬁFJ
PR

Wﬁ@%ﬁ e - i
_ lijiJ j 7?T’THF LT L (=0

I A A A




i The Sarbanes-Oxley Act (G&)

= SOXH i Fi 66 [ 157 'J‘TEI
= O s @ (VR Rl R
T EYH %[' PCAOB) }%;%‘%}* EA’K ?
(SEC) BB RSB s *’Fiiﬁﬂ‘
CEI it 2 RE R
. sox104%l£+fr§;ﬁﬂﬁq FTHTY R R
SRR o




i The Sarbanes-Oxley Act (G&)

QA (5 2k %"F?r F PSR E
e TS I L
_j@j RUCAL T F' f'g JE%"#EJFHTJM I/
PO H e 1) S
W A




i The Sarbanes-Oxley Act (G&)

m p)J: j{lﬁifﬁ —
- SOX302: EZ[‘?HJ .Eyi [/ﬂ“% Elj |~ ’ :Ang[
e o B 2Rl Eﬂtjﬁ“ l-{f
- Fﬁ[ ilgﬂ ™ E‘ﬂn?’?ﬁ@
lﬂ %”ﬁll:_ ?&, ISR e
e Al 2 s
B i




a b

i ff );ﬁb%@ﬁ ly% ;rsvjrrﬁ &
F[t[rr F E | |
I IIE |:||q_ &7 i"f j r.l l(

—_—

-




i The Sarbanes-Oxley Act (G&)

VS (2 PR L N [E A e

s D) F A <<:""‘* F (SEC)) e

O ’E)J-‘L“___—“r F ;5 /]E;[j\l

CRCLAN (= I/JI'JQPP':«—FQ es
- SOXBO6 [Fejf] H FGBTEH 14 1 154
LSRR DA F1 7 7 (R ATSE T A
VR




i The Sarbanes-Oxley Act (G&)
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i The Sarbanes-Oxley Act (G&)

mThe scope of the Act is expansive, impacting a wide variety of areas:

mCorporate Governance

= Code of Ethics

= Whistleblower Hotline

m Composition of Board of Directors & Audit Committee

sAuditor Independence
= Independence of External Audit Firm
= Pre-approval of all Audit & non-Audit Services

sReliability of Financial Reporting
= Executive certification of financial statements (Sections 906, 302)
= Management reporting on internal controls (Section 404)
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THE IMPORTANCE OF IT
IN THE DESIGN, IMPLEMENTATION
AND SUSTAINABILITY OF INTERNAL
CONTROL OVER DISCLOSURE AND
FINANCIAL REPORTING



CoONTROL OBJECTIVES
SUMMARY TABLE

The following chart provides an indication, by IT mmpacted by the high-level control objectives, as well as
process and domain, of which information criteria are an indication of which IT resources are applicable.
Information Criteria IT Resources

DOMAIN PROCESS
Planning & Dwfizs a szrasagic [T plan F| S || | |
Organisation Dafine the mfxrmation arckitcurs P[S]|5]| 5 ¥ rd
Datermizs teckzological diwction P| S A
Crafine the [T argamisaton and mslatonskips Pl S ¥
Mazage he IT invesment PP 5 MR AR
Communicabe management amns and direcdoz P g <
Manags buman racenroas PP v
Ezgurs compliznos with axser=al regairszaeats P Pl S AR s
Assass sk P|S|[P|[P[P[S]|S AR AR R AN
Manage projects PP AR ARAR
Mazags guality PP P 5 LHEIRIN
Acquisition & Idantify satomated soludons Pl 5 | ¥ ¥
Implementation Avguire aod meaimtaiz applicatton sefare F|P g | g +
Acguire 1=d maintain techzolegy infractmcrana F|F 5 ¥
Drevslop and maintain procedurss F|F 5 5185 AR IRIR
Install and accradit systems P 515 FIR IR I
Mazags changas F|F FlF 5 R AR AR AR
Delivery & Define and mxazage wesvica bevals PIP|[S[5]5]|&]& R AR AR AR
Support Mazage third-party seovices PIP[5]|5]5]|5([5 AR AR AR AR
Manzgs pesformazce and capacity F|F 5 | V¥
Excure contizuous seavics F |5 P AR AR AR AR
Ensurs systanzs sacurity PIP|S|S5]|S R IR AR
Idansify and allocats costs P P FIR IR I
Edncats and frain wssass Fl5 ¥
Aszist azd advics custonsers F|FP FARd
Manage the coafiguration P 5 5 AR AR
Manage problazs and incidans F|P 5 LR IRIRAE
Manage dat P P 1lr
Marags facilites FlF ¥
Mazags opsTations F P 1 5 i'r ir fr ir
Monitoring Manitor the processas FIP[5]|5]5]|5([5 R AR AR AR
Aszext i=iermal controel adaquacy FIP|IS|S|S|P|S -.!'r 1'r 1"' fr 1'r
Obtain indspendseat acsarance FIFP[S[S]|S5|F|5 AR AR AR AR
Provids for independant audit PlP[S[S|[s|P]|s VIV A
P primary (S secondary {1 applicatle to
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IT General Controls Evaluation Objectives

A, General IT Organization and Management

A1.1 Organizational
Alignment

IT hias a formal process to
assess and meet the needs of
the arganization.

RISE T stratecies are not
aligned with the owverall
ohjectives of the organization,
[T will not ke akble o fully
support the husiness
recjuirerments.

I

Organization Communications & Responsibilities

Mhat process is in place to ensure 1T acliviies are aligning with the organizational
stratecyy (uture needs)? hat are all the steps in the process, when does each
step occur, who is responsible for ensuring execution of the steps, and what proof
exists tat the process is occurring as stated?

Describe the process that you ulilize to identify technaolocy needs of te
organizational business groups? (e, doyou conduct needs assessients)?

Once current, needs are identified — what process exists to ensure that they are
addressed? (g0, Do you keep a log of requests, incorparating needs into long
rande plans? 15 there a priorization or reviem process with leaders of e
appropriate business groups?)

Houw ool ensure that solution(s) hawve addressed organizational needs? (eq.
Do you concduct 3 survey to see if needs are addressed?)

hat process exists 1o communicate that techinology needs have been identified
ahcd addressed (2. monthly status repor)?




IT General Controls Evaluation Objectives
B. Application Systems Development and Maintenance

End-user Approval
Objctie
Bi1.1 Request Approval Howe do you ensure that there 15 appropnate businessfend-user management

review and approval of systemdgorogram change requests’  Are approvals

There is appropriate end-user documented (if so, specity the form) and filed?

approval of all new program
requests or existing application
modfications that impact end-
user functionality to ensure the
relevance and appropristeness
of the request or modification.

RISE: The lack of formalized
measures to ensure adequate
end-user involvement in the
application design phase
increases the risk that the
application will not meet

organizational needs. Mote: Please indicate all parties involed per significant application {indicating why

their approval is appropriste] and provide evidence that the approval ocourred,
Do notworny about emergency changes; this will be discussed later,

B1.2 Pre-implementation Describe how end-users provide approval and education of changes or new
End-user Approval systemsforograms prior to the changes being implemented into production.

There is appropriate end-user
approval of application




section B General Controls Checlklist

OBJECTIVE Sk DESCRIFTION RESPONSIBLE “ Last UrDATE APPROYED ? |
B3.1 END TTSER APPROVAL
B3.1 REQUEST APPROVAL SHARUEH MUNT O&S10404 Mo
B3l 2 ENL TTSER APPROVAL SHARTTEH MITTHT 0&10M04 Mo
B32 CONVERSIONSTANDARDS I
B3l 2 ¥5 TEM CONVERSION SUTTER ! BOZOVEEYWAN G 081004 Mo
Bi2 2 DA T4 CONVERSION SUTTER! BOZOVEEYIWAHG 061004 Mo
Bi.1 REQUEST & DESIGH AFPROWVAL TODD SHMITH 0&/10M04 WO
B12 SPECIFIC ATIONS & REQUIREMENTS SUTTER ! EOZOVEE /W AN O&/10M04 W0
Bi3 INTEGEITY OF PRODUICTION DUATA & PROGEANS SUTTER! BOZOVEETIWANG 0&/10/04 Mo
Bl 4 CCESS CONTROL SUTTER! BOZOVEETIWANG 0&/10/04 Mo
B35 DO CTTMENTATION SUTTER/ BOZOVEEY/WANG 0&/10/04 Ho
B35 PREIMPLEMENTATION IT AFPROVAL TODT: SMITH 0&s10/04 Ho
B4.1 TESTING STAND ARDS SHARUEH MUHT 061004 "o
B4.2 ENL TTSER TESTING IVOL VEMENT SHARTEH MUHIT 0&/10/04 Ho
B5.1 IMPLEMENTATION [NTEGRITY SUTTER/ BOZOVEEY/WANG 0&/10/04 Mo
Bé.l SEGREGATION OF DUTIES TODD SHMITH 0&/10M04 o
BET.1 CHANGE CONTROL FOR EMERGEHCY URDATE SUTTER ! BOZOVEEYIWANG 06,1004 Mo




TS5 General Controls Documentation

C. COMPUTER OPERATIONS AND F ACLITIES

C1. Computer Operations

1.1 | OBJECTIYE: Batch Proceszing - Procedures governing batch processing activiies exit, are communicated and enforced by management, and are revienedupdated
periodicalby .

RISK: Wlithout these procedures govetming computer operations, there & anincreazed ek of non-optimal, etoneous arincorestent production processing.

RESPONSIBLE PERSON(S): IT Managetment Cfficial, IT Computer Operations Petzonnel

Control Technique Test Procedure Test Result -II'-!_f;t
G111 - Ll Sarbanes buziness proceszes that have application +  Obtain from the IT Dpplication Lead access to
wrstern batch processing acheiies [that are non-IT mairtenance- the folder cortaining the production
related) are imvertotied and documented in a production schedule that schedule(s).
inciudes the folloming: +  Revien a zample of production schedule(z) to
+  Brief dezcription of the batch jobjob stream and the related ehzure that it corformsz to =landards outlined
buziness process that it supports i 511431,

bzzigned | T prograrrming suppot perzonnel
End-uzer contacts for problet notfication
Scheduled procezzing interals

Fun-itme parameters reguired

Job pre-reguisite processes




E. SECURITY ADMNISTRATION
E1. Overall Security Organization and Policies

E1.3 OBJECTIYE: Proceszes are in place [1] to identfy, onan on-gaing base, the vulnerabilties at all technology layers [application, operating system, netuots) for all
zighificant systemAdata assets, and (2] to design and mplement specific security specification requirernerts within logical security cortral mechanent o miigate the
idertified vulherabilties.

RISK: The lack of extablizhed proceszes for the an-going idendification of vulherabiliies, which faciltztes the design and implermentation of cordrol mechanisms to
addrezzes theze wilnerabilties, increazes the rizk that significant systemddata azzets nill be compromized.

RESPONSIBLE PERSON: Todd Smith/Shandh, hunjirTroy Tate

Conirol
Type

Test

Conirol Technique Test Procedure Test Result

E1.301 Systemwerzion levels [Lpplication & O3] are
documerted. Documentation iz reviewed against knonn
vilnerahilies and actions approved by anner using
change managament process,

E1.362 Metuo access paths are documerted.

E1.3L3 0 problem manhagement system has beeh
defined and implemented. Prablents are recorded,
analyzed & rezoheed in a tirmeby manner.
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Dbjective

Description

Responsible

Key Control

Compensating Control
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D3

SYSTEM SOFTTWWARE INTEGRITY & AUDNT FRAILY

C4

Inthe ewent a wendor made ;
emergency change, the Platf
hiintenance Enginesr will rew
the audittracking log of the
wendor session (n the produs
enwironment)ta ensure that :
activities were approprigte wil
24-hour period.

C5

Once an emergency fis has |
installed according to control
C4, the Platform hiaintenanc
Enginear will retrogactively pel
securty testing acconding to
control O2.1-C1. The Platfor
hintenance BEnginear will

documernt the retroactive sec

12 test result in the change
13 —

15

mi1

Dpcese Senmite

M4 v oy Section D/

Techrcal Services hlsnager

Cl

The IT Manager ensures that a

chronology (.e., system upgrade

traily of production environment

changes is maintained with respect
to operating system software and

iz archived for the life of the

ca

The IT Manager enzures audit

trailfsystem upgrade histores are

stored in 3 secure location with

updatefdelete access granted on 3
5t|'ict buzinesz need anlv basis to
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Information Security Management System
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