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Introduction

● The development of smart grids becomes a global trend  
● Smart grids can handle bi-directional energy flows better
● Reduce energy consumption
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Introduction
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Introduction

● Smart grid applications

● Know how much electricity users have consumed 
● Get the average electricity consumption data
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Introduction

● The privacy issues of smart grid communication
● Meter readings are sensitive  

● Attackers may catch the consumption data to derive users' lifestyles
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Introduction

● Prevent anyone from stealing or tampering with the data

● External attackers: Hackers

● Internal attackers: Electricity suppliers 
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Related Works

●  Li et al.'s Scheme
● Secure Information Aggregation for Smart Grids Using Homomorphic Encryption

●  Garcia et al.'s Scheme
● Privacy-Friendly Energy-Metering Via Homomorphic Encryption

●  Lu et al.'s Scheme
● EPPA: An Efficient and Privacy-Preserving Aggregation Scheme for Secure Smart Grid 

Communication

●  Petrlic's Scheme
● A Privacy-Preserving Concept for Smart Grids
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 Garcia et al.'s Scheme
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Lu et al.'s Scheme
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Lu et al.'s Scheme

Aggregate
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Petrlic's Scheme
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Internal Attackers

●  Li et al.'s scheme

●  Garcia et al.'s scheme

●  Lu et al.'s scheme

●  Petrlic's scheme
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The Proposed Scheme
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The Core Idea
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The Proposed Scheme

● Initialization Phase
● Registration Phase
● Aggregation Phase
● Remark (Tree-Based Aggregation)
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Initialization  Phase
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Initialization  Phase
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Registration Phase
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Aggregation Phase
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Resisting Internal Attackers
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Comparison

Our Scheme Li et al.'s Scheme Garcia et al.'s 
Scheme

 Lu et al.'s Scheme  Petrlic's Scheme

Against External 
Attackers

Yes Yes Yes Yes Yes

Against Internal 
Attackers Yes No No No No

Data Integrity Yes No No Yes Yes

Secure Batch 
Verification 

Yes N/A N/A No N/A

On/Off-line TTP Off-line No No On-line No

Formal Proof Yes No Yes Yes No

    : The author claimed that it can resist internal attackers, but it used an administration approach, not a cryptographic technique.
     : No batch verification in the scheme
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Security Proofs

● Semantic Security

● Unforgeability

● Batch Verification Security
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Semantic Security
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Semantic Security
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Unforgeability
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Unforgeability
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Unforgeability
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Batch Verification Security
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Conclusion

● The proposed scheme is the first one that can resist internal 
attackers in smart grids

● It ensures data integrity and provides secure batch 
verification for efficient verification

● We have also designed a tree-based aggregation variant for 
the wireless mesh network architecture
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Future Works

● Eliminate the offline trusted third party

● Integrate the proposed scheme into the time-of-use billing 
system to protect user consumption information

● Apply the proposed approach to the other privacy-
preserving protocols in smart grids  
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