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Boston Dynamics’ Spot robot is helping
hospitals remotely treat coronavirus patients

The company has ambitious plans for using robots to assist COVID-19 treatment
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By Nick Statt | @nickstatt | Apr 23, 2020, 9:00am EDT
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Photo: Boston Dynamics

Source: https://www.theverge.com/2020/4/23/21231855/boston-dynamics-spot-robot-covid-19-coronavirus-telemedicine
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Industrial Internet of Things (lloT)

* lloT: cloud + edge computi

ng

e Data communication serves

to connect everything

Cloud

Machlne Iearnlng

Private cIoud for tra|n|ng and storage

B

Wireless sensor network
(e.g., in a wind farm)

_ 4
Edge 1 s l:
lloT
HAppIications services

Edge 27
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https://www.youtube.com/watch?v=8WKzoW9MYls

Challenges for lloT Data Communication

* Dependable data communication at
a resource-constraint edge
* Real-time
* Fault-tolerant
* Energy efficient

Single point of failure
Traffic congestion and delay
Limited network bandwidth

Limited energy capacity

ML/DL Model Training | | Public Database

L Cloud Server

Edge Server —

Encryption Service Streaming Service

Private Database Messaging Service

On-site Data Analytics || Trained ML/DL Model

- .-” i h
/ Sensorl; / Sensorl.; / SenscrL

loT Gateway _

Trained ML/DL Model
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Specific Requirements and Research Findings

* Quantitative requirements
* Data subscriber imposes an end-to-end soft deadline for data [1]
e Data subscriber cannot accept some consecutive data losses [2]

* Qualitative requirements
* The gateway should not consume too much local network bandwidth [3]
* The loT end device should save energy to the extend possible [4][5][6][7]

1. Chao Wang, Christopher Gill, and Chenyang Lu. 2019. Real-Time Middleware for Cyber-Physical Event Processing. ACM Trans. Cyber-Phys. Syst. 3, 3, Article 29 (August 2019)

2. Chao Wang, Christopher Gill, Chenyang Lu. FRAME: Fault Tolerant and Real-Time Messaging for Edge Computing. IEEE International Conference on Distributed Computing Systems (ICDCS), 2019
3. Chao Wang, Christopher Gill, Chenyang Lu. Adaptive Data Replication in Real-Time Reliable Edge Computing. ACM/IEEE International Conference on Internet of Things Design and
Implementation, 2020

4. Cheng-En Yu and Chao Wang. 2021. Enabling a Flexible and Sustainable Smart Campus Networking Backbone Using LoRaWAN: Poster Abstract. In Proceedings of the International Conference
on Internet-of-Things Design and Implementation (loTDI ‘21). Association for Computing Machinery, New York, NY, USA, 251-252.

5. C. -E. Yu, C. Wang and S. -Q. Zhang, “Fault-Tolerant Energy-Efficient LoRaWAN Networking Architecture,” 2022 11th Mediterranean Conference on Embedded Computing (MECO), 2022, pp. 1-4,
doi: 10.1109/MEC055406.2022.9797098.

6. 52K EE Peng, Cheng-Sheng (2022). ATP: FH A SEEE ATt A8 5L B 1Y B 8 e ([l SRS ATP: Adaptive Transmission Policy for Battery-Less loT Devices. National Taiwan Normal University.
7.3 & Chuang, Cheng-Hsun (2022). 327 2E: T g5 s 1 LoRaWAN AE&BE FRCRBLE R £ Enhancing LoRaWAN Network Energy Efficiency and Data Freshness in Smart Factories.
National Taiwan Normal University.
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Message loss-tolerance specification

* Application-specific requirements to an loT service
e [, :the tolerable number of consecutive losses for topic i

Value of [, | Application examples . .
12+ ® Faw Data -
0 emergency response; predictive maintenance & Inerroated oite
10+ 4
k>0 condition monitorin '
g .,

[law Y

(Within the tolerable number,
applications may use estimates . |
for the missing data.) s T : . 5
Raw X
Image source: https://www.originlab.com/doc/Origin-Help/Math-Inter-Extrapoltate-YfromX
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Fault-tolerance model

A crash failure may happen to an loT service host

* Lost message may be recovered
1. viaretransmissions from message publishers

2. via a backup service [1]
. . ;
Which one is preferrable: Primary service m
lloT devices

miis
2 7= A «--»|edge
mlle ‘ \ applications JJ

Backup service

m
% A
=

1. Budhiraja, N., Marzullo, K., Schneider, F.B. and Toueg, S., 1993. The primary-backup approach. Distributed systems, 2, pp.199-216.
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Design principles

* Fault-tolerant real-time processing:
» Specify provable deadlines for message replication and dispatch
* Co-schedule both activities using the earliest deadline-first policy (EDF)
* Re-transmit latest data items from source during failover

Primary service m
lloT devices
P
.7 edge
m """" » | applications

Backup service
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Fault-tolerant real-time messaging architecture p;

* EDF scheduling to dispatch/replicate a message
* Suppress replication if the dispatch deadline is smaller

* Prune dispatched messages Primary Broker

Message Delivery

» Message Dispatchers
Proxy
Replicators \
—/
. I
Publishers i Subscribers
( Backup Broker

Message Delivery

4
Al

[
TR

Message : e
2. Chao Wang, Christopher Gill, Chenyang Lu. FRAME: ) 2 9 L > Dispatchers | |-
. , Proxy
Fault Tolerant and Real-Time Messaging for Edge Replicators
Computing. IEEE International Conference on Distributed

Computing Systems (ICDCS), 2019
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Deadlines for data dispatch and replication

e Deadline for data dispatch:

Publisher — >
p Primary Broker \ ' >
‘ Dy < D; — Apgp — Aps ‘ Subscriber \ >
o l—
App Aps
* Deadline for data replication:
| (N, +L;)T, |
Publisher P X
D! <(Ni+ L;)T; — App — App — ‘ \ o - >
Primary Broker | crasiy
Backup Broker \ >
Subscriber 5 5 >
Fa— e
Dpp AT
1 :topic’s sending period N; : # of most-recent messages a publisher can retransmit

D; :latency requirement L; :loss-tolerance requirement
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Loss tolerance performance

Success rate of meeting loss-tolerance requirements

2023/5/15

CPU Utilization (%)

FRAME succeeded in assuring
loss-tolerance.

A small increase in N; can
greatly improve performance
(FRAME+).

D] < (Ni+ L;)T; — App — App —

K FCFs FCFS- FRAME sk FRAME+
200 % =% X7]
150 /
100 2
50
0 | | | |

1525 4525 7525 10525 13525
Total # of Topics
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D, L.| FRAME-

FRAME |

FCFS FCFS-

20
50
100
100
100
500

50
50
100
100
100
500

20
50
100
100
100
500

0
3
0
3

00
0

0

Workload

7525 Topics

100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 100.0  100.0
100.0 100.0) 0.0 100.0
Workload — 10525 Topics

100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 0.0 100.0
100.0 100.0 100.0  100.0

100 0 100 0 0.0 100.0

Workload — 13525 Topics

100.0 80.0 = 30.1 0.0 100.0
100.0 80.0 = 30.1 0.0 100.0
100.0 73.2 £ 30.7 0.0 78.4 +£13.3
100.0 79.3 £ 299 0.0 99.3 = 0.5
100.0 100.0 100.0 100.0
100.0 80.0 = 30.1 0.0 100.0

Networked Cyber-Physical Systems Laboratory
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Latency performance for recovery

when the Primary host crashed

&

% 10000 —looooooo0000

5000 —

Without suppressing replication,
pruning could overload the system.

2023/5/15

No pruning, however, could
cause latency penalty by re-
sending obsolete messages.

A
O,

FRAME can mitigate
latency penalty.
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Latency

Latency (m

Late| £y (ms)

500

250

100

50

630 640 650 660 670
Subscriber receiving sequence
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In search of better data replication strategies

* Motivation: data replication activities either consumes too much
resources or being unreliable
* EDF scheduling to dispatch/replicate a message
* Suppress the data replication if the dispatch deadline is smaller
* Shortcoming: may lose data if a dispatching activity missed its deadline

* |deas:
1. For topic i, what if we choose to replicate only every L; data items?
2. Any other reliable way to do selective data replication?
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Key idea for adaptive data replication 3

* It is okay to postpone a replication activity until it is absolutely needed:
* Only start to replicate an arrival of data at the last moment
* Lower intended replication rate -> tighter replication deadline

data | temporal laxity to " |~ batch

arrivals ? start a replication window
rAT? >
tl e t_?\t_g ‘.t;; /d:‘ s dj,r ‘dj[ . d;;

-------------------------------------------------------------------------------

3. Chao Wang, Christopher Gill, Chenyang Lu. Adaptive Data Replication in Real-Time Reliable Edge
Computing. ACM/IEEE International Conference on Internet of Things Design and Implementation, 2020
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Empirical performance:
efficiency in network bandwidth consumption

80
Retransmission-only
- 70 Periodic-50ms
Q Periodic-25ms .
o 60 — -
S T ARREC all - - Mo.re b.andW|.dth .
2 50 ||4&=- ARREC_Li _ - l\> saving if considering
Sagd ° A & more replication
c /\ v o
S 3l- candidates.
= <\T 1\
L
520 S S S 2 i
o o o o G - \/

88% saving in %10 = = |

bandwidth. o L | | | |

(Payload size = 512 bytes) 1200 1300 1400 1500 1600

Total # of Topics
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LoRaWAN: an lloT networking specification

* Features
* Long range
* Low power
* License-free RF band

* LoRa the physical-layer
protocol in LoRaWAN

2023/5/15
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Concentrator Network

End Nodes

/Gateway Server
End dewce ((( )))
End device ((( ))) E}
=IID
« )))
End device
LoRa RF TCP/IP SSL
LoRaWAN LoRaWAN

Networked Cyber-Physical Systems Laboratory
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Energy efficiency in LoRa transmission

* Spreading Factor (SF)
* A design parameter that trades off transmission range and bit rates
* A higher SF value gives a more reliable transmission but is slower

4

L
|
i
:

Avg. Power (W)
el
I

1 1 SF12  eeeees SF10 === SF8
SF11 — 5F9 — ST
D I I I I I I I I
10.0 10.2 10.4 10.6 10.8 11.0 11.2 11.4 11.6
Time (s)
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Fault-tolerant energy-efficient LORaWAN )

e Use multiple LoRaWAN
gateways to achieve

* Energy-efficiency during
normal operation;

* Fault-tolerance during
failover operation;

4. Cheng-En Yu and Chao Wang. 2021. Enabling a Flexible and Sustainable
Smart Campus Networking Backbone Using LoRaWAN: Poster Abstract. In
Proceedings of the International Conference on Internet-of-Things Design
and Implementation (IoTDI ‘21). Association for Computing Machinery,
New York, NY, USA, 251-252.

5. C.-E. Yu, C. Wang and S. -Q. Zhang, “Fault-Tolerant Energy-Efficient
LoRaWAN Networking Architecture,” 2022 11th Mediterranean Conference
on Embedded Computing (MECO), 2022, pp. 1-4, doi:
10.1109/MEC055406.2022.9797098.

Applications

/fc-Ra device

A-:-Fla device

gRPC ¢
Application Server ﬁﬂrf Applications
gRPC ¢ gRPC
Network Server Administration
.-"* h“\.
MQTT - . MQTT
‘ .\'"\-..:h.
Gateway 1 [ YOF Gateway 2
(LS. - ¥
LoRa - - ' A “‘*ME_UHd
.I-I - - o _.-"'-'-':. " - mx‘\'-\.x
1" “_.. L"-"' T T e i‘l
SF 9 SF 12 SF 8 SF 7 SF12 Si

,A-:: Ra device
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Empirical performance

+

1001 . e RXbyGW1
* . +  RX by GW2
* Multi-mode operation to 5 x Backup
. — 50 GWlcrashed *, GW1 d
save energy and improve 0 S P
— x] |
fa U |t tO | e ra n Ce . |G_) 01 I'°'°+++°'f+'+oooooo?ooooo= . ++4I-++++|r|-oo+o?o+++ooooo?o
2 0 10 20 30 40 50 60
. . o . r
* Moderate transmission delay g 209 ; i
. . . . . o] 0000+ ++000+0+ 1 |
after initial configuration. = 1500 | |
€ 1000 i i
= I I
D] 500 1 i ]
GW]. 0 . . oooooo?oooooi | ++T++++= ..+.T.+++o-ooo?o
R 0 10 20 30 40 50 60
fCnt
GWZ I | Il Il Il |
B e 'mode mode. ode mode
Latency Result at Location A
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Conclusion

* lloT applications needs dependable data communication

* Fault-tolerant
e Real-time
* Energy-efficient

* Data communication is a relatively power-hungry activity in lloT devices

* Three research findings
* Fault-tolerant real-time data communication
* Adaptive data replication in real-time reliable edge computing
* Fault-tolerant energy-efficient data communication
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